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Abstract:

Phishing is one of the types of electronic attacks that rely on social engineering, and it
is considered one of the greatest security risks for institutions. Phishing methods vary
between sending mass emails and text messages and attacks directed at sensitive user
data. Phishing sites play a major role in the success of phishing, and imitation of sites
to deceive victims. And make them trust those fraudulent sites that the perpetrators

use to phish their data.

Various organizations that are exposed to phishing can also defend against these
attacks through email security solutions and Internet address filtering. However, the
best solutions are to train employees so that they do not fall victim to phishing, so
organizations train their employees. To enhance their awareness of phishing methods,

training courses are organized to detect phishing.

This study dealt with clarifying the concept of phishing, explaining its types, and the
methods of perpetrators of committing it, especially considering the Corona pandemic
and the resulting diversity and increase in methods of committing crimes, in addition
to technical development such as quantum computing and the shift towards a virtual
world such as meta. Virus, augmented reality, chat GPT, and the most dangerous of all,
which is deep fakes based on advanced artificial intelligence techniques. In this study,
we were keen to highlight new criminal patterns and explain the methods by which
crimes are committed and how social engineering methods develop with the

development of artificial intelligence.
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The study also adopted the approach of anticipating the Phishing future in light of the
technical development and predicting what it will be like and what are the security
methods that can be confronted with it, as well as what are the technical methods that
can be used to combat it in its various forms, then how the authorities in Dubai worked
to find software and technical models that can be used to detect fraudulent links,
methods and sites, Which works to phishing victims over the Internet using various
methods of social engineering, and what are the models prepared for training in
detecting phishing methods and the new social engineering methods based on
advanced technology and what are the results reached by various studies in the field of
monitoring, detecting, and preventing phishing and what are the models? It is possible

to use them in this regard.

The study concluded that there are many types of phishing, the most dangerous of

which is based on social engineering methods.

Combating phishing requires security strategies developed by institutions that include

training on detecting and monitoring phishing methods.

Phishing is also the subject of in-depth scientific study from many parties. Scientific
research has developed many programs and models to prevent, monitor and detect
phishing attempts, but training and awareness of employees remains the most

important and strongest element in the defense system against phishing.

There are experiments and case studies conducted in the field of training employees
and users to reduce falling victim to phishing, in addition to the presence of detection
systems. Monitoring phishers and investigating phishing incidents is very useful in

identifying prevailing phishing patterns and monitoring new patterns.
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New technical developments such as Meta verse and chat GPT produced new patterns
and advanced and more complex phishing environments, which requires information
security specialists and security personnel to Specialists monitor it and understand its

complex patterns and methods to combat it and reduce phishing using it.

Dubai government has specified a model on the website through which phishing

attempts are identified, reported and their patterns are identified.

-

danla

o

R VT, V.N)

dgelaizdl dusigh Lle L5l digsiSIPl Olangll JICS] (o JSb sm9 Jui>3l spaill Jioy
3931 Sl Jlo] 2 Lo U3l agaill adleol g9i539 poll Soluaaogall dgial sblina oS

593 3padll 28lgn ($3559 duwluwdl Guosiivuall SUld dg>g0 Olaxng duaig declox (39Sl
&loall clls 3 il pale>s Lixall glax) g8loall sliiy « Jlisdl spadl 7l § 5eS
0025 il dalixall Olabiiall gehis LaS lgasixiwl pgilly spai 8Ll pody il &l
Ol 3l iyl Gaolie dhuais JoriSHHl apsdll ol Jol> JMo o Slongll el 15 glos)l spail
Slanwdall H8 13 Jlas 3l spaill ds lomiy 3 S Geaboall (uyss b Jolxdl Jusdl
Juindl spadll calol oo e lsisSy 2> sl apad biusS Oleilise pamss Jlacd
Sl 3l spaill BLEISY lags dhbixag Bazo gl (B89 dussad Dlygs WA @iy dalizall
259,580l &ILaidl Glasg

What Is  Phishing, EDUCATION GUIDE, Fortinet, 2019, p:2,!
https://www.fortinet.com/content/dam/fortinet/assets/education/eq-gquide-on-

phishing.pdf
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1- Zainab Alkhalil, Chaminda Hewage * Ligaa Nawaf and Imtiaz Khan, Phishing
Attacks: A Recent Comprehensive Study and a New Anatomy, 09 March 2021,
Frontiers in Computer Science, volume 3, Article 563060
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Epiphaniou, Carsten Maple, and Xavier Bellekens, Cyber Security in the Age of
COVID-19: A Timeline and Analysis of Cyber-Crime and Cyber-Attacks during the
Pandemic, 2020, pp:12-14, https://penta.ch/solutions/it-risk-solutions/cyber-security-
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A.S.Hovan George, Maschio Fernando, Dr.A.Shaji George, Dr.T.Baskar, Digvijay ?
Pandey, Metaverse: The Next Stage of Human Culture and the Internet, International
Journal of Advanced Research Trends in Engineering and Technology (IJARTET)
Vol. 8, Issue 12, December

2021, https://www.bing.com/ck/a?!'&&p=bc187f86ecdd85acJmIitdHMIMTY40OTAz

MzYwWMCZpZ3VpZDOxYjYXZTIMOSIKYTYOLTZkZ]AtMzdIMy1mMWZmZGJi
YzZjNjMmaW5zaWQINTMyOA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-
f1ffdbbc6c63&u=alaHROCHM6L y93d3cucmVzZWFyY2hnYXRILmM5ldCO9wdWJsa

WNhdGIvhi8zZNTczNTQ5MzJfTWVOY XZIcnNIX1R0ZV90ZXh0OX1NOYWdIX29

mX0h1bWFuXON1bHR1cmVTYW5kX3R0oZV9JbnRIcm5ldA&ntb=1
Cyber  considerations  for  the  Metaverse, KPMG,  2023,pp:4-5, 2
https://assets.kpmg.com/content/dam/kpmag/ch/pdf/cyber-considerations-metaverse-

ch.pdf
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Sayak Saha Roy, Krishna Vamsi Naragam, Shirin Nilizadeh, Generating Phishing !
Attacks using ChatGPT, 2023, pp:1-5, https://arxiv.org/pdf/2305.05133.pdf
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Takashi Koide, Naoki Fukushi, Hiroki Nakano, Daiki Chiba, Detecting Phishing Sites !
Using ChatGPT,2023, pp:2-6, https://arxiv.org/pdf/2306.05816.pdf
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ChatGPT, The impact of Large Language Models on Law Enforcement, Europol Public !

Information, 2023, pp:7-9,

https://www.europol.europa.eu/cms/sites/default/files/documents/Tech%20Watch%?2
OFlash%20-

%20The%20Impact%200f%20Large%20Language%20Models%200n%20L aw%20E
nforcement.pdf
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THE ESCALATION OF DIGITAL FRAUD: GLOBAL IMPACT OF THE'!
CORONAVIRUS, October 2020, javelin, pp:5-7,
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using phishing attack
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Consumers and Commerce Risks in Phishing, Open Science Index, World Academy
of Science, Engineering and Technology, International Journal of Economics and
Management Engineering, Vol:1, No:11, 2007, pp:586-588,
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and Commerce Risks in Phishing?enrichld=rgreq-
50426eb6e29e99f5b0242bfd1933cd2b-
XXX&enrichSource=Y292ZXJOYWdIOzI1zODY4MzAyODtBUzo40OTA2MTAXMz
k1MzcOMDhAMTU40TMOOTOQxMjc20Q%3D%3D&el=1 x 2& esc=publication
CoverPdf

2505

——
| S


https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf

12024 raiiw" G aaml pdlad) Alaal) - daSas dsale 4y g0 — AsalaBY) g AL ¢HLEL il Al Adaa

(ISSN: 2356 - 9492)
:GSL‘LLII ol

lings duclaizdl dusigh Clliol e saizall ayhsl a2y Juin3l spaill blal sas5 -1
e Ol et Elunwball lg2ass dsinl Slagilyiol JI sl spanill 425150
el codlol aunyg o

oy 8y asll ondl Silaz o 3332l (o dizais drale dulys Jovo Jlisdl spadll -2
33 ol 31 JLimdl spaill &3olnn CiiSy Aunyo BBsll z3leilly galdll o Ayl
Jlis3l seaill 16 gloall dngliie 3 S33ls @adl sunisll Sy crsibisall Lo

Osdbgall cay35 Jlro § Cusal Sl A Slwbysg sl o 393zl a2y -3
oS laghiie 3936) ALYl Jlimdl spaill dmd godoll (po Anl) rsesinivnally
e Gymill § Glal Bagie g JlisHl spadll @65 § Geindlly cpasatall suons
5zl blaidl susy Liuly 3350l spnill blasl

Eliass Bassn lail G 3 o> Ly Guped LinllS sayandl dgiill Slyshaiall 5558l -4
Joss Sloslzall ol saiinall e emss Lo s Jlisdl spentl Lngisd ,351s Byshite
sl o soly lgzndlSal sizal lasdlols lbloil aads Wy aiiall (ol
lpolaniwly L)

Jis I sl Solne 3455 Al (oo iy Jo iSOl @8gall suc Lo3gas &3> 3 Bylal -5
Lot ol iosiSI3l gBaall e dolia duilae doss molablasl A laic g3l
Cndl oy 59S3allg

1Oleogdl LS




dalidan Al o 1 Jelad) — Aadlal) cilpaad — Adaladl " AET ) ghail) JB B ALsaY) dual)
A A& Jad el

dgalatBy) g 4 3AY b Al A

Sllodl o3 st e Jlimdl saill o dylBsl) AlolSio densilyiol gs ol ol )l
gy 3Ll dgagSl il 4518 dojlo il 5 oS cs3laidl A laale (35
o 0wl psibisall 5lin ols Woall dusluund] dgznill gl lsS 2o Jalezall pola
sl slial e uolundl Sluoialls poliuwdl Slly go Joles Ciills § painsss
SN eoll 58le3 Gady Loy SULedl Lle gdbl ey adboll Blgiue camy JS 85580l
sefs rolie JSiu Leoll 30 L] oty ol Al Sl 3 pabolezall oibisall
doall duwlull Sloglzall pbis 2o Galolzioll dyjal> (po Gl dysw dhi sy lzo
Jlimdl spaill sugp i)

o0 dggin] Olaing amiad dgiby Jar degana pagaiis dawaiie Lol sliel oy ol
izl sops sl osl AlolSio dagliia guds) Sloslzall cpol Jre (3 Bseil 593
Colially lstane lgisley dyslaidl CILaisl dien § 5ams pasaiis Jlisdl spail
oo § Sladls Slalyall slacls Jlim | spnill Al dxdlSiay paiis dgissis)l

08 dglssgadl G e Broh cro dagsall 03g) La) speadll blasl 3 S Ll Slyshal
b Lo smng o3laall 881 3 gslusiall Ladyll Jondll JB § sl adyl slazbdl ol
soaxl 04985 (§ Gy SVl sl ashad] J=lg dagsall 35 le 3538 Oldl 3929
oSl Olucmobally (rorininal dusluunlly sl Slledll dylass (53Lazbdl gail
ool gliaills

2507

——
| S

-1



12024 raiiw" G aaml pdlad) Alaal) - daSas dsale 4y g0 — AsalaBY) g AL ¢HLEL il Al Adaa

12-
13-

(ISSN: 2356 - 9492)

: galoall dalls
1A 9SS A8 gal) Y )

https://www.bing.com/ck/a?!&&p=80631b6a2465c3c4ImitdHMIMTY40DY40DAW
MCZpZ3VpZDOxYjYXZTImOS1kYTYOLTZkZjAtMzdIMy1mMWZmZGJiYzZiNjMmaW5za
WQINTE2MA& ptn=3&hsh=3&fclid=1b61e2f9-dab4-6df0-37e3-
f1ffdbbc6c63&u=alaHROcHM®6Ly93d3cuZnlJvbnRpZXJzaW4ub3JnL2FydGljbGVzLzEwL
iMzODkvZmNvbXAuMjAyMS41NjMwNjAvZnVsbA&ntb=1

https://www.researchgate.net/publication/316722080 A literature review on phi
shing crime prevention review and investigation of gaps?enrichld=rgreq-
2222d8dc993e79305d469176a27740ad-
XXX&enrichSource=Y2927XJQYWdIOzMxNjcyMjA4MDtBUzo2MDMzNjY5NiMwNDAy
NTZAMTUYyMDg2NTMwM|IxNQ%3D%3D&el=1 x 2& esc=publicationCoverPdf
https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2023/m02/security-history-
the-evolution-of-phishing.html
https://www?2.deloitte.com/content/dam/Deloitte/sg/Documents/risk/sea-risk-
cyber-101-part10.pdf
https://www.graphus.ai/blog/the-difference-between-phishing-spear-phishing-
and-social-engineering/
https://research.checkpoint.com/2020/the-turkish-rat-distributes-evolved-adwind-
in-a-massive-ongoing-phishing-campaign/
https://cybilportal.org/publications/asean-cyberthreat-assessment-2021/
https://www.europol.europa.eu/cms/sites/default/files/documents/internet _organi
sed crime threat assessment iocta 2021.pdf
https://www.europol.europa.eu/sites/default/files/documents/report on phishing
a_law_enforcement perspective.pdf
https://hbr.org/2020/09/boost-your-resistance-to-phishing-attacks
https://dyopath.com/wp-

content/uploads/2022/04/GuideSheet AdvancedSecurityServices PhishingSimulati
onTraining.pdf

https://tdra.gov.ae/ar/Services/phishing-assessment
https://www.europol.europa.eu/sites/default/files/documents/report _on phishing
- a _law_enforcement perspective.pdf



https://www.bing.com/ck/a?!&&p=80631b6a2465c3c4JmltdHM9MTY4ODY4ODAwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTE2MA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cuZnJvbnRpZXJzaW4ub3JnL2FydGljbGVzLzEwLjMzODkvZmNvbXAuMjAyMS41NjMwNjAvZnVsbA&ntb=1
https://www.bing.com/ck/a?!&&p=80631b6a2465c3c4JmltdHM9MTY4ODY4ODAwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTE2MA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cuZnJvbnRpZXJzaW4ub3JnL2FydGljbGVzLzEwLjMzODkvZmNvbXAuMjAyMS41NjMwNjAvZnVsbA&ntb=1
https://www.bing.com/ck/a?!&&p=80631b6a2465c3c4JmltdHM9MTY4ODY4ODAwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTE2MA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cuZnJvbnRpZXJzaW4ub3JnL2FydGljbGVzLzEwLjMzODkvZmNvbXAuMjAyMS41NjMwNjAvZnVsbA&ntb=1
https://www.bing.com/ck/a?!&&p=80631b6a2465c3c4JmltdHM9MTY4ODY4ODAwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTE2MA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cuZnJvbnRpZXJzaW4ub3JnL2FydGljbGVzLzEwLjMzODkvZmNvbXAuMjAyMS41NjMwNjAvZnVsbA&ntb=1
https://www.bing.com/ck/a?!&&p=80631b6a2465c3c4JmltdHM9MTY4ODY4ODAwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTE2MA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cuZnJvbnRpZXJzaW4ub3JnL2FydGljbGVzLzEwLjMzODkvZmNvbXAuMjAyMS41NjMwNjAvZnVsbA&ntb=1
https://www.researchgate.net/publication/316722080_A_literature_review_on_phishing_crime_prevention_review_and_investigation_of_gaps?enrichId=rgreq-2222d8dc993e79305d469176a27740ad-XXX&enrichSource=Y292ZXJQYWdlOzMxNjcyMjA4MDtBUzo2MDMzNjY5NjMwNDAyNTZAMTUyMDg2NTMwMjIxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/316722080_A_literature_review_on_phishing_crime_prevention_review_and_investigation_of_gaps?enrichId=rgreq-2222d8dc993e79305d469176a27740ad-XXX&enrichSource=Y292ZXJQYWdlOzMxNjcyMjA4MDtBUzo2MDMzNjY5NjMwNDAyNTZAMTUyMDg2NTMwMjIxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/316722080_A_literature_review_on_phishing_crime_prevention_review_and_investigation_of_gaps?enrichId=rgreq-2222d8dc993e79305d469176a27740ad-XXX&enrichSource=Y292ZXJQYWdlOzMxNjcyMjA4MDtBUzo2MDMzNjY5NjMwNDAyNTZAMTUyMDg2NTMwMjIxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/316722080_A_literature_review_on_phishing_crime_prevention_review_and_investigation_of_gaps?enrichId=rgreq-2222d8dc993e79305d469176a27740ad-XXX&enrichSource=Y292ZXJQYWdlOzMxNjcyMjA4MDtBUzo2MDMzNjY5NjMwNDAyNTZAMTUyMDg2NTMwMjIxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/316722080_A_literature_review_on_phishing_crime_prevention_review_and_investigation_of_gaps?enrichId=rgreq-2222d8dc993e79305d469176a27740ad-XXX&enrichSource=Y292ZXJQYWdlOzMxNjcyMjA4MDtBUzo2MDMzNjY5NjMwNDAyNTZAMTUyMDg2NTMwMjIxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2023/m02/security-history-the-evolution-of-phishing.html
https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2023/m02/security-history-the-evolution-of-phishing.html
https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/risk/sea-risk-cyber-101-part10.pdf
https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/risk/sea-risk-cyber-101-part10.pdf
https://www.graphus.ai/blog/the-difference-between-phishing-spear-phishing-and-social-engineering/
https://www.graphus.ai/blog/the-difference-between-phishing-spear-phishing-and-social-engineering/
https://research.checkpoint.com/2020/the-turkish-rat-distributes-evolved-adwind-in-a-massive-ongoing-phishing-campaign/
https://research.checkpoint.com/2020/the-turkish-rat-distributes-evolved-adwind-in-a-massive-ongoing-phishing-campaign/
https://cybilportal.org/publications/asean-cyberthreat-assessment-2021/
https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_a_law_enforcement_perspective.pdf
https://hbr.org/2020/09/boost-your-resistance-to-phishing-attacks
https://dyopath.com/wp-content/uploads/2022/04/GuideSheet_AdvancedSecurityServices_PhishingSimulationTraining.pdf
https://dyopath.com/wp-content/uploads/2022/04/GuideSheet_AdvancedSecurityServices_PhishingSimulationTraining.pdf
https://dyopath.com/wp-content/uploads/2022/04/GuideSheet_AdvancedSecurityServices_PhishingSimulationTraining.pdf
https://tdra.gov.ae/ar/Services/phishing-assessment
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf

dalidan Al o 1 Jelad) — Aadlal) cilpaad — Adaladl " AET ) ghail) JB B ALsaY) dual)

A G alua 2

ALY g Ay ¢ilAY) il Jal) Adaa

14- https://ar.safetydetectives.com/blog/what-is-phishing-ar/
15- https://www.copado.com/devops-hub/blog/12-types-of-social-engineering-attacks-

to-look-out-for

16- https://www.pwc.com/us/en/tech-effect/cybersecurity/emerging-scams-and-

1-

2-

phishing-risks-in-the-metaverse.html

iVl aa) sall

What Is Phishing, EDUCATION GUIDE, Fortinet, 2019,
https://www.fortinet.com/content/dam/fortinet/assets/education/eg-guide-on-

phishing.pdf
Ravi Das, The phishing response playbook, 2018, infosec,

https://resources.infosecinstitute.com/topic/the-phishing-response-playbook/

3-

Ammar Naser, Mahmoud Jazzar, Derar Eleyan, Amna Eleyan, Social Engineering
Attacks: A Phishing Case Simulation, INTERNATIONAL JOURNAL OF SCIENTIFIC &
TECHNOLOGY RESEARCH VO LUME 10, ISSUE 03, MARCH 2021, www.ijstr.org
What Is Phishing, education guide, Fortinet,
https://www.fortinet.com/content/dam/fortinet/assets/education/eg-guide-on-
phishing.pdf
M. Jakobsson and S. Myers. Wiley-Inter science, In Phishing and Countermeasures,
eds, 2007,
Ike Vayansky and Sathish Kumar, Phishing — challenges and solutions, 2018, pp:2-4,
https://www.researchgate.net/publication/322823383 Phishing -

challenges and solutions?enrichld=rgreq-767e9f87bbb48d3clelf6e697c¢258175-
XXX&enrichSource=Y292ZXJQYWdIOzMyMjgyMzM4MztBUzo2MTQxODM3MjA3MzA
2NDdAMTUyMzQONDIXODMyMA%3D%3D&el=1 x 2& esc=publicationCoverPdf
Elmer EH Lastdrager, Achieving a consensual definition of phishing based on a
systematic review of the literature, 2014 Lastdrager; licensee Springer,
http://www.crimesciencejournal.com/content/3/1/9
Kaouthar Chetiouia, Birom Bah a, Abderrahim Ouali Alami a, Ayoub Bahnasse b,
Overview of Social Engineering Attacks on Social Networks, The second International
Workshop of Innovation and Technologies (IWIT 2021) November 1-4, 2021, Leuven,
Belgium,

2509

——
| S


https://ar.safetydetectives.com/blog/what-is-phishing-ar/
https://www.copado.com/devops-hub/blog/12-types-of-social-engineering-attacks-to-look-out-for
https://www.copado.com/devops-hub/blog/12-types-of-social-engineering-attacks-to-look-out-for
https://www.pwc.com/us/en/tech-effect/cybersecurity/emerging-scams-and-phishing-risks-in-the-metaverse.html
https://www.pwc.com/us/en/tech-effect/cybersecurity/emerging-scams-and-phishing-risks-in-the-metaverse.html
https://www.fortinet.com/content/dam/fortinet/assets/education/eg-guide-on-phishing.pdf
https://www.fortinet.com/content/dam/fortinet/assets/education/eg-guide-on-phishing.pdf
https://resources.infosecinstitute.com/topic/the-phishing-response-playbook/
http://www.ijstr.org/
https://www.fortinet.com/content/dam/fortinet/assets/education/eg-guide-on-phishing.pdf
https://www.fortinet.com/content/dam/fortinet/assets/education/eg-guide-on-phishing.pdf
https://www.researchgate.net/publication/322823383_Phishing_-_challenges_and_solutions?enrichId=rgreq-767e9f87bbb48d3c1e1f6e697c258175-XXX&enrichSource=Y292ZXJQYWdlOzMyMjgyMzM4MztBUzo2MTQxODM3MjA3MzA2NDdAMTUyMzQ0NDIxODMyMA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/322823383_Phishing_-_challenges_and_solutions?enrichId=rgreq-767e9f87bbb48d3c1e1f6e697c258175-XXX&enrichSource=Y292ZXJQYWdlOzMyMjgyMzM4MztBUzo2MTQxODM3MjA3MzA2NDdAMTUyMzQ0NDIxODMyMA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/322823383_Phishing_-_challenges_and_solutions?enrichId=rgreq-767e9f87bbb48d3c1e1f6e697c258175-XXX&enrichSource=Y292ZXJQYWdlOzMyMjgyMzM4MztBUzo2MTQxODM3MjA3MzA2NDdAMTUyMzQ0NDIxODMyMA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/322823383_Phishing_-_challenges_and_solutions?enrichId=rgreq-767e9f87bbb48d3c1e1f6e697c258175-XXX&enrichSource=Y292ZXJQYWdlOzMyMjgyMzM4MztBUzo2MTQxODM3MjA3MzA2NDdAMTUyMzQ0NDIxODMyMA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
http://www.crimesciencejournal.com/content/3/1/9

12024 raiiw" G aaml pdlad) Alaal) - daSas dsale 4y g0 — AsalaBY) g AL ¢HLEL il Al Adaa

11-

12-

13-

(ISSN: 2356 - 9492)

https://www.researchgate.net/publication/358132130 Overview of Social Enginee

ring Attacks on Social Networks?enrichld=rgreqg-

547cd80a603d9313ce2b7713ac4be9d6-

XXX&enrichSource=Y2927XJQYWdIOzM10DEzMjEzMDtBUzoxMTE2NjI2NTg10TU2M
zUyQDE2NDMyMzU5MzIwNjE%3D&el=1 x 2& esc=publicationCoverPdf
Abeer F. AL-Otaibi and Emad S Alsuwa, a study on social engineering attacks:
phishing attack, College of Computers and Information Technology, Taif University,
Saudi Arabia, International Journal of Recent Advances in Multidisciplinary Research
Vol. 07, Issue 11, November, 2020,
Matthew NO Sadiku, Adebowale E Shadare, Sarhan M Musa, Social Engineering: An
Introduction, Journal of Scientific and Engineering Research, 2016, 3(3):64-66,
https://www.researchgate.net/publication/308315268 Social Engineering An Intro
ducction?enrichld=rgreq-009fbcbda47004f896dc77ba3398904d-
XXX&enrichSource=Y2927XJQYWdIOzMwODMxNTI20DtBUzoOMDgxNzA4MDQ10TY
3MzZAMTQ3NDMyNjkxMTIwNA%3D%3D&el=1 x 2& esc=publicationCoverPdf
Vanessa Gomes, Joaquim Reis, Braulio Alturas, Social Engineering and the Dangers of
Phishing, Conference Paper - June 2020,
https://www.researchgate.net/publication/342965568 Social Engineering and the
Dangers of Phishing?enrichld=rgreg-aa5124c4af9c3d845a06cdb8deb60d13-
XXX&enrichSource=Y2927XJQYWdIOzMOM|jk2NTU20DtBUzoxMTQ3NTk4Njg50DQx
MTUyQDE2NTA2MjAyNTcwMDM%3D&el=1 x 2& esc=publicationCoverPdf
Affan Yasin, Rubia Fatima, Lin Liu, Jianmin Wanga, Raian Ali, Zigi Wei, Counteracting
social engineering attacks, journal of Computer Fraud & Security - October 2021,
https://www.researchgate.net/publication/355585293 Counteracting social engine
ering_attacks?enrichld=rgreq-69716957fe9cc46a2e1a3703964f7bel-
XXX&enrichSource=Y292ZXJQYWdIOzM1INTU4NTI5MztBUzoxMDgzMTk20TMwMkz
NzYyQDE2MzUyNjU20ODE4ANDY%3D&el=1 x 2& esc=publicationCoverPdf
Ammar Naser, Mahmoud Jazzar, Derar Eleyan, Amna Eleyan, Social Engineering
Attacks: A Phishing Case Simulation, INTERNATIONAL JOURNAL OF SCIENTIFIC &
TECHNOLOGY RESEARCH VO'LUME 10, ISSUE 03, MARCH 2021,
https://www.researchgate.net/publication/350710068 Social Engineering Attacks
A Phishing Case Simulation?enrichld=rgreq-
6a99e2db5d0d89405c98a75f0ca3992a-



https://www.researchgate.net/publication/358132130_Overview_of_Social_Engineering_Attacks_on_Social_Networks?enrichId=rgreq-547cd80a603d9313ce2b7713ac4be9d6-XXX&enrichSource=Y292ZXJQYWdlOzM1ODEzMjEzMDtBUzoxMTE2NjI2NTg1OTU2MzUyQDE2NDMyMzU5MzIwNjE%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/358132130_Overview_of_Social_Engineering_Attacks_on_Social_Networks?enrichId=rgreq-547cd80a603d9313ce2b7713ac4be9d6-XXX&enrichSource=Y292ZXJQYWdlOzM1ODEzMjEzMDtBUzoxMTE2NjI2NTg1OTU2MzUyQDE2NDMyMzU5MzIwNjE%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/358132130_Overview_of_Social_Engineering_Attacks_on_Social_Networks?enrichId=rgreq-547cd80a603d9313ce2b7713ac4be9d6-XXX&enrichSource=Y292ZXJQYWdlOzM1ODEzMjEzMDtBUzoxMTE2NjI2NTg1OTU2MzUyQDE2NDMyMzU5MzIwNjE%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/358132130_Overview_of_Social_Engineering_Attacks_on_Social_Networks?enrichId=rgreq-547cd80a603d9313ce2b7713ac4be9d6-XXX&enrichSource=Y292ZXJQYWdlOzM1ODEzMjEzMDtBUzoxMTE2NjI2NTg1OTU2MzUyQDE2NDMyMzU5MzIwNjE%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/358132130_Overview_of_Social_Engineering_Attacks_on_Social_Networks?enrichId=rgreq-547cd80a603d9313ce2b7713ac4be9d6-XXX&enrichSource=Y292ZXJQYWdlOzM1ODEzMjEzMDtBUzoxMTE2NjI2NTg1OTU2MzUyQDE2NDMyMzU5MzIwNjE%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/308315268_Social_Engineering_An_Introducction?enrichId=rgreq-009fbcbda47004f896dc77ba3398904d-XXX&enrichSource=Y292ZXJQYWdlOzMwODMxNTI2ODtBUzo0MDgxNzA4MDQ1OTY3MzZAMTQ3NDMyNjkxMTIwNA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/308315268_Social_Engineering_An_Introducction?enrichId=rgreq-009fbcbda47004f896dc77ba3398904d-XXX&enrichSource=Y292ZXJQYWdlOzMwODMxNTI2ODtBUzo0MDgxNzA4MDQ1OTY3MzZAMTQ3NDMyNjkxMTIwNA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/308315268_Social_Engineering_An_Introducction?enrichId=rgreq-009fbcbda47004f896dc77ba3398904d-XXX&enrichSource=Y292ZXJQYWdlOzMwODMxNTI2ODtBUzo0MDgxNzA4MDQ1OTY3MzZAMTQ3NDMyNjkxMTIwNA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/308315268_Social_Engineering_An_Introducction?enrichId=rgreq-009fbcbda47004f896dc77ba3398904d-XXX&enrichSource=Y292ZXJQYWdlOzMwODMxNTI2ODtBUzo0MDgxNzA4MDQ1OTY3MzZAMTQ3NDMyNjkxMTIwNA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/342965568_Social_Engineering_and_the_Dangers_of_Phishing?enrichId=rgreq-aa5124c4af9c3d845a06cdb8deb60d13-XXX&enrichSource=Y292ZXJQYWdlOzM0Mjk2NTU2ODtBUzoxMTQ3NTk4Njg5ODQxMTUyQDE2NTA2MjAyNTcwMDM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/342965568_Social_Engineering_and_the_Dangers_of_Phishing?enrichId=rgreq-aa5124c4af9c3d845a06cdb8deb60d13-XXX&enrichSource=Y292ZXJQYWdlOzM0Mjk2NTU2ODtBUzoxMTQ3NTk4Njg5ODQxMTUyQDE2NTA2MjAyNTcwMDM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/342965568_Social_Engineering_and_the_Dangers_of_Phishing?enrichId=rgreq-aa5124c4af9c3d845a06cdb8deb60d13-XXX&enrichSource=Y292ZXJQYWdlOzM0Mjk2NTU2ODtBUzoxMTQ3NTk4Njg5ODQxMTUyQDE2NTA2MjAyNTcwMDM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/342965568_Social_Engineering_and_the_Dangers_of_Phishing?enrichId=rgreq-aa5124c4af9c3d845a06cdb8deb60d13-XXX&enrichSource=Y292ZXJQYWdlOzM0Mjk2NTU2ODtBUzoxMTQ3NTk4Njg5ODQxMTUyQDE2NTA2MjAyNTcwMDM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/355585293_Counteracting_social_engineering_attacks?enrichId=rgreq-69716957fe9cc46a2e1a3703964f7be1-XXX&enrichSource=Y292ZXJQYWdlOzM1NTU4NTI5MztBUzoxMDgzMTk2OTMwMjkzNzYyQDE2MzUyNjU2ODE4NDY%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/355585293_Counteracting_social_engineering_attacks?enrichId=rgreq-69716957fe9cc46a2e1a3703964f7be1-XXX&enrichSource=Y292ZXJQYWdlOzM1NTU4NTI5MztBUzoxMDgzMTk2OTMwMjkzNzYyQDE2MzUyNjU2ODE4NDY%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/355585293_Counteracting_social_engineering_attacks?enrichId=rgreq-69716957fe9cc46a2e1a3703964f7be1-XXX&enrichSource=Y292ZXJQYWdlOzM1NTU4NTI5MztBUzoxMDgzMTk2OTMwMjkzNzYyQDE2MzUyNjU2ODE4NDY%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/355585293_Counteracting_social_engineering_attacks?enrichId=rgreq-69716957fe9cc46a2e1a3703964f7be1-XXX&enrichSource=Y292ZXJQYWdlOzM1NTU4NTI5MztBUzoxMDgzMTk2OTMwMjkzNzYyQDE2MzUyNjU2ODE4NDY%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/350710068_Social_Engineering_Attacks_A_Phishing_Case_Simulation?enrichId=rgreq-6a99e2db5d0d89405c98a75f0ca3992a-XXX&enrichSource=Y292ZXJQYWdlOzM1MDcxMDA2ODtBUzoxMDEwMDY5Mjk4NzUzNTM2QDE2MTc4MzA2OTUwOTI%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/350710068_Social_Engineering_Attacks_A_Phishing_Case_Simulation?enrichId=rgreq-6a99e2db5d0d89405c98a75f0ca3992a-XXX&enrichSource=Y292ZXJQYWdlOzM1MDcxMDA2ODtBUzoxMDEwMDY5Mjk4NzUzNTM2QDE2MTc4MzA2OTUwOTI%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/350710068_Social_Engineering_Attacks_A_Phishing_Case_Simulation?enrichId=rgreq-6a99e2db5d0d89405c98a75f0ca3992a-XXX&enrichSource=Y292ZXJQYWdlOzM1MDcxMDA2ODtBUzoxMDEwMDY5Mjk4NzUzNTM2QDE2MTc4MzA2OTUwOTI%3D&el=1_x_2&_esc=publicationCoverPdf

dalidan Al o 1 Jelad) — Aadlal) cilpaad — Adaladl " AET ) ghail) JB B ALsaY) dual)

3 AAN Gl aleaa 2

15-

16-

17-

18-

19-

dgalatBy) g 4 3AY b Al A

XXX&enrichSource=Y2927XJQYWdIOzM1MDcxMDA20DtBUzoxMDEwMDY5Mjk4NzU
zNTM2QDE2MTc4MzA20TUwOTI%3D&el=1 x 2& esc=publicationCoverPdf
Abdul Ali, Social Engineering: Phishing latest and future techniques, Conference
Paper - April 2015,
https://www.researchgate.net/publication/274194484 Social Engineering Phishing
latest and future techniques?enrichld=rgreqg-
7d1ealebb698f8ea52ec3b44cc5a81bc-
XXX&enrichSource=Y2927XJQYWdIOzI3NDESNDQ4NDtBUzoyMTIONDQyMjQ50Dcx
MzZAMTQyNzY2MjA10Dc5Mw%3D%3D&el=1 x 2& esc=publicationCoverPdf
SOCIAL ENGINEERING HANDBOOK How to Take the Right Action, 2021,
https://www.eset.com/fileadmin/ESET/INT/Landing/2021/Project progress/ESET-
Social engineering handbook.pdf
Ayesha Arshad, Attique Ur Rehman, Sabeen Javaid, Tahir Muhammad Ali, Javed
Anjum Sheikh, Muhammad Azeem, A Systematic Literature Review on Phishing and
Anti-Phishing Techniques, Pakistan Journal of Engineering and Technology, PakJET
Multidisciplinary & Peer Reviewed Volume: 04, Number: 01, Year: 2021,
https://arxiv.org/ftp/arxiv/papers/2104/2104.01255.pdf
Phishing Simulation Testing, Deliver the Right Training at the Right Time for the Right
Person, https://20641927.fs1.hubspotusercontent-
nal.net/hubfs/20641927/Solution%20Briefs/Phishing%20Simulation%20%26%20Tra
ining.pdf
! Junaid Ahsenali Chaudhry, Shafique Ahmad Chaudhry, Robert G. Rittenhouse,
Phishing Attacks and Defenses, International Journal of Security, and Its Applications
ol. 10, No. 1 (2016), http://dx.doi.org/10.14257/ijsia.2016.10.1.23
Vaishnavi Bhavsar, Aditya Kadlak, Shabnam Sharma, Study on Phishing Attacks,
International Journal of Computer Applications (0975 — 8887), Volume 182 — No. 33,
December 2018,
https://www.researchgate.net/publication/329716781 Study on Phishing Attacks?
enrichld=rgreq-941de64f16f41b7041fcc00ed7ad655d-
XXX&enrichSource=Y2927XJQYWdIOzMyOTcxNjc4AMTtBUzo5MDc2NDYOODgwNDM1
MiBAMTU5MzQxMTE5NDY2Nw%3D%3D&el=1 x 2& esc=publicationCoverPdf

2511

——
| S


https://www.researchgate.net/publication/350710068_Social_Engineering_Attacks_A_Phishing_Case_Simulation?enrichId=rgreq-6a99e2db5d0d89405c98a75f0ca3992a-XXX&enrichSource=Y292ZXJQYWdlOzM1MDcxMDA2ODtBUzoxMDEwMDY5Mjk4NzUzNTM2QDE2MTc4MzA2OTUwOTI%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/350710068_Social_Engineering_Attacks_A_Phishing_Case_Simulation?enrichId=rgreq-6a99e2db5d0d89405c98a75f0ca3992a-XXX&enrichSource=Y292ZXJQYWdlOzM1MDcxMDA2ODtBUzoxMDEwMDY5Mjk4NzUzNTM2QDE2MTc4MzA2OTUwOTI%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/274194484_Social_Engineering_Phishing_latest_and_future_techniques?enrichId=rgreq-7d1ea0ebb698f8ea52ec3b44cc5a81bc-XXX&enrichSource=Y292ZXJQYWdlOzI3NDE5NDQ4NDtBUzoyMTI0NDQyMjQ5ODcxMzZAMTQyNzY2MjA1ODc5Mw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/274194484_Social_Engineering_Phishing_latest_and_future_techniques?enrichId=rgreq-7d1ea0ebb698f8ea52ec3b44cc5a81bc-XXX&enrichSource=Y292ZXJQYWdlOzI3NDE5NDQ4NDtBUzoyMTI0NDQyMjQ5ODcxMzZAMTQyNzY2MjA1ODc5Mw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/274194484_Social_Engineering_Phishing_latest_and_future_techniques?enrichId=rgreq-7d1ea0ebb698f8ea52ec3b44cc5a81bc-XXX&enrichSource=Y292ZXJQYWdlOzI3NDE5NDQ4NDtBUzoyMTI0NDQyMjQ5ODcxMzZAMTQyNzY2MjA1ODc5Mw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/274194484_Social_Engineering_Phishing_latest_and_future_techniques?enrichId=rgreq-7d1ea0ebb698f8ea52ec3b44cc5a81bc-XXX&enrichSource=Y292ZXJQYWdlOzI3NDE5NDQ4NDtBUzoyMTI0NDQyMjQ5ODcxMzZAMTQyNzY2MjA1ODc5Mw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/274194484_Social_Engineering_Phishing_latest_and_future_techniques?enrichId=rgreq-7d1ea0ebb698f8ea52ec3b44cc5a81bc-XXX&enrichSource=Y292ZXJQYWdlOzI3NDE5NDQ4NDtBUzoyMTI0NDQyMjQ5ODcxMzZAMTQyNzY2MjA1ODc5Mw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.eset.com/fileadmin/ESET/INT/Landing/2021/Project_progress/ESET-Social_engineering_handbook.pdf
https://www.eset.com/fileadmin/ESET/INT/Landing/2021/Project_progress/ESET-Social_engineering_handbook.pdf
https://arxiv.org/ftp/arxiv/papers/2104/2104.01255.pdf
https://20641927.fs1.hubspotusercontent-na1.net/hubfs/20641927/Solution%20Briefs/Phishing%20Simulation%20%26%20Training.pdf
https://20641927.fs1.hubspotusercontent-na1.net/hubfs/20641927/Solution%20Briefs/Phishing%20Simulation%20%26%20Training.pdf
https://20641927.fs1.hubspotusercontent-na1.net/hubfs/20641927/Solution%20Briefs/Phishing%20Simulation%20%26%20Training.pdf
http://dx.doi.org/10.14257/ijsia.2016.10.1.23
https://www.researchgate.net/publication/329716781_Study_on_Phishing_Attacks?enrichId=rgreq-941de64f16f41b7041fcc00ed7ad655d-XXX&enrichSource=Y292ZXJQYWdlOzMyOTcxNjc4MTtBUzo5MDc2NDY0ODgwNDM1MjBAMTU5MzQxMTE5NDY2Nw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/329716781_Study_on_Phishing_Attacks?enrichId=rgreq-941de64f16f41b7041fcc00ed7ad655d-XXX&enrichSource=Y292ZXJQYWdlOzMyOTcxNjc4MTtBUzo5MDc2NDY0ODgwNDM1MjBAMTU5MzQxMTE5NDY2Nw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/329716781_Study_on_Phishing_Attacks?enrichId=rgreq-941de64f16f41b7041fcc00ed7ad655d-XXX&enrichSource=Y292ZXJQYWdlOzMyOTcxNjc4MTtBUzo5MDc2NDY0ODgwNDM1MjBAMTU5MzQxMTE5NDY2Nw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/329716781_Study_on_Phishing_Attacks?enrichId=rgreq-941de64f16f41b7041fcc00ed7ad655d-XXX&enrichSource=Y292ZXJQYWdlOzMyOTcxNjc4MTtBUzo5MDc2NDY0ODgwNDM1MjBAMTU5MzQxMTE5NDY2Nw%3D%3D&el=1_x_2&_esc=publicationCoverPdf

12024 raiiw" G aaml pdlad) Alaal) - daSas dsale 4y g0 — AsalaBY) g AL ¢HLEL il Al Adaa

20-

(ISSN: 2356 - 9492)

Understanding phishing techniques, December 2019,
https://resources.infosecinstitute.com/category/enterprise/phishing/phishing-as-a-

risk-damages-from-phishing/reputational-damages/

21- Terry Egharevba, Phishing Attack- A Challenge in Cybersecurity, - January 2022, IEEE,

22-

23-

25-

26-

27-

https://www.researchgate.net/publication/357826193 Phishing Attack-

A Challenge in Cybersecurity?enrichld=rgreg-
a0085ddb103191f6ad57662d53392715-
XXX&enrichSource=Y292ZXJQYWdIOzM1NzgyNjE5MztBUzoxMTEyMDY2MjM2NjUzN
TcxQDE2NDIXNDg2NjAOM|jc%3D&el=1 x 2& esc=publicationCoverPdf

Zainab Alkhalil, Chaminda Hewage, Ligaa Nawaf and Imtiaz Khan, Phishing Attacks: A
Recent Comprehensive Study and a New Anatomy, Frontiers in Computer Science
March 2021, Volume 3, Doi: 10.3389/fcomp.2021.563060, www.frontiersin.org
Muhammet Baykara, Zahit Ziya Giirel, Detection of phishing attacks, 2018, pp:2-4,
https://www.researchgate.net/publication/324999540 Detection of phishing attac
ks?enrichld=rgreg-b470bb2fcf352150e80d90a579a5e107-
XXX&enrichSource=Y2927XJQYWdIOzMyNDk50TUOMDtBUzo2NTY5NDcwMDcyMDk
ONzNAMTUzMzYzOTc4AMDEzMw%3D%3D&el=1 x 2& esc=publicationCoverPdf

Biju Issac, Raymond Chiong and Seibu Mary Jacob, Analysis of Phishing Attacks and
Countermeasures, Conference Paper - January 2006,
https://www.researchgate.net/publication/235947501 Analysis of Phishing Attack
s and Countermeasures?enrichld=rgreq-9276f977873eb470a08aa0b68079de46-
XXX&enrichSource=Y2927XJQYWdIOzIzNTkONzUwMTtBUzo50TQxMzgyNTQyNTQyN
kAXNDAwWNzEzZNTExXNTQz&el=1 x 2& esc=publicationCoverPdf

Phishing Activity Trends Report, 2nd Quarter 2020, Activity April-June 2020,
Published 27 August 2020,

https://docs.apwg.org/reports/apwg trends report g2 2020.pdf

Hossein Abroshan (&), Jan Devos, Geert Poels , and Eric Laermans, Phishing Attacks
Root Causes, Springer International Publishing AG, part of Springer Nature 2018 N.
Cuppens et al. (Eds.): Crisis 2017, LNCS 10694,2018. https://doi.org/10.1007/978-3-
319-76687-4 13

William Yeoh a, He Huanga, Wang-Sheng Leeb, Fadi Al Jafaria, and Rachel Manssona,
Simulated Phishing Attack and Embedded Training Campaign, JOURNAL OF
COMPUTER INFORMATION SYSTE, 2021 International Association for Computer



https://resources.infosecinstitute.com/category/enterprise/phishing/phishing-as-a-risk-damages-from-phishing/reputational-damages/
https://resources.infosecinstitute.com/category/enterprise/phishing/phishing-as-a-risk-damages-from-phishing/reputational-damages/
https://www.researchgate.net/publication/357826193_Phishing_Attack-A_Challenge_in_Cybersecurity?enrichId=rgreq-a0085ddb103191f6ad57662d53392715-XXX&enrichSource=Y292ZXJQYWdlOzM1NzgyNjE5MztBUzoxMTEyMDY2MjM2NjUzNTcxQDE2NDIxNDg2NjA0Mjc%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/357826193_Phishing_Attack-A_Challenge_in_Cybersecurity?enrichId=rgreq-a0085ddb103191f6ad57662d53392715-XXX&enrichSource=Y292ZXJQYWdlOzM1NzgyNjE5MztBUzoxMTEyMDY2MjM2NjUzNTcxQDE2NDIxNDg2NjA0Mjc%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/357826193_Phishing_Attack-A_Challenge_in_Cybersecurity?enrichId=rgreq-a0085ddb103191f6ad57662d53392715-XXX&enrichSource=Y292ZXJQYWdlOzM1NzgyNjE5MztBUzoxMTEyMDY2MjM2NjUzNTcxQDE2NDIxNDg2NjA0Mjc%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/357826193_Phishing_Attack-A_Challenge_in_Cybersecurity?enrichId=rgreq-a0085ddb103191f6ad57662d53392715-XXX&enrichSource=Y292ZXJQYWdlOzM1NzgyNjE5MztBUzoxMTEyMDY2MjM2NjUzNTcxQDE2NDIxNDg2NjA0Mjc%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/357826193_Phishing_Attack-A_Challenge_in_Cybersecurity?enrichId=rgreq-a0085ddb103191f6ad57662d53392715-XXX&enrichSource=Y292ZXJQYWdlOzM1NzgyNjE5MztBUzoxMTEyMDY2MjM2NjUzNTcxQDE2NDIxNDg2NjA0Mjc%3D&el=1_x_2&_esc=publicationCoverPdf
http://www.frontiersin.org/
https://www.researchgate.net/publication/324999540_Detection_of_phishing_attacks?enrichId=rgreq-b470bb2fcf352150e80d90a579a5e107-XXX&enrichSource=Y292ZXJQYWdlOzMyNDk5OTU0MDtBUzo2NTY5NDcwMDcyMDk0NzNAMTUzMzYzOTc4MDEzMw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/324999540_Detection_of_phishing_attacks?enrichId=rgreq-b470bb2fcf352150e80d90a579a5e107-XXX&enrichSource=Y292ZXJQYWdlOzMyNDk5OTU0MDtBUzo2NTY5NDcwMDcyMDk0NzNAMTUzMzYzOTc4MDEzMw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/324999540_Detection_of_phishing_attacks?enrichId=rgreq-b470bb2fcf352150e80d90a579a5e107-XXX&enrichSource=Y292ZXJQYWdlOzMyNDk5OTU0MDtBUzo2NTY5NDcwMDcyMDk0NzNAMTUzMzYzOTc4MDEzMw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/324999540_Detection_of_phishing_attacks?enrichId=rgreq-b470bb2fcf352150e80d90a579a5e107-XXX&enrichSource=Y292ZXJQYWdlOzMyNDk5OTU0MDtBUzo2NTY5NDcwMDcyMDk0NzNAMTUzMzYzOTc4MDEzMw%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/235947501_Analysis_of_Phishing_Attacks_and_Countermeasures?enrichId=rgreq-9276f977873eb470a08aa0b68079de46-XXX&enrichSource=Y292ZXJQYWdlOzIzNTk0NzUwMTtBUzo5OTQxMzgyNTQyNTQyNkAxNDAwNzEzNTExNTQz&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/235947501_Analysis_of_Phishing_Attacks_and_Countermeasures?enrichId=rgreq-9276f977873eb470a08aa0b68079de46-XXX&enrichSource=Y292ZXJQYWdlOzIzNTk0NzUwMTtBUzo5OTQxMzgyNTQyNTQyNkAxNDAwNzEzNTExNTQz&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/235947501_Analysis_of_Phishing_Attacks_and_Countermeasures?enrichId=rgreq-9276f977873eb470a08aa0b68079de46-XXX&enrichSource=Y292ZXJQYWdlOzIzNTk0NzUwMTtBUzo5OTQxMzgyNTQyNTQyNkAxNDAwNzEzNTExNTQz&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/235947501_Analysis_of_Phishing_Attacks_and_Countermeasures?enrichId=rgreq-9276f977873eb470a08aa0b68079de46-XXX&enrichSource=Y292ZXJQYWdlOzIzNTk0NzUwMTtBUzo5OTQxMzgyNTQyNTQyNkAxNDAwNzEzNTExNTQz&el=1_x_2&_esc=publicationCoverPdf
https://docs.apwg.org/reports/apwg_trends_report_q2_2020.pdf
https://doi.org/10.1007/978-3-319-76687-4_13
https://doi.org/10.1007/978-3-319-76687-4_13

dalidan Al o 1 Jelad) — Aadlal) cilpaad — Adaladl " AET ) ghail) JB B ALsaY) dual)

A G alua 2

28-
29-

30-

31-

32-

34-

dgalatBy) g 4 3AY b Al A

Information Systems,
https://www.researchgate.net/publication/354231308 Simulated Phishing Attack

and Embedded Training Campaign?enrichld=rgreq-

66191caldd5baeOfcef1f59f615b3b7e-

XXX&enrichSource=Y2927XJQYWdIOzM1NDIzMTMwODtBUzoxMDg2MiEwNiM4Mzg

1MTUyQDE2MzU50DQyMDUwN|jM%3D&el=1 x 2& esc=publicationCoverPdf

Internet organized crimes threat assessment, Europol, 2020,

Huber, M., Kowalski, S., Nohlberg, M., and Tjoa, S. (2009). “Towards automating
social engineering using social networking sites,” in 2009 international conference
on computational science and engineering, Vancouver, BC, August 29-31, 2009
(IEEE, 117-124. d0i:10.1109/CSE.2009.205

Zikai Alex Wen, Zhigiu Lin, Rowena Chen, Erik Andersen, What.Hack: Engaging Anti-
Phishing Training Through a Role-playing Phishing Simulation Game, CHI 2019, May
4-9, 2019, Glasgow, Scotland, UK,paper 108,
https://www.researchgate.net/publication/332745435 WhatHack Engaging Anti-
Phishing Training Through a Role-

playing Phishing Simulation Game?enrichld=rgreqg-
3df63695d15b8b18a2e3c580368f92d0-
XXX&enrichSource=Y292ZXJQYWdIOzMzMjcONTQzNTtBUzo40TYyMDAyYNzg1NDg0O
DIAMTU5MDY4MjlwNTQxNQ%3D%3D&el=1 x 2& esc=publicationCoverPdf
Internet Organized Crime Threat Assessment (IOCTA) 2021, European Union Agency
for Law Enforcement Cooperation, Publications Office of the European Union,
https://ec.europa.eu/eusurvey/runner/eus_strategic reports

Yohann Sillam and Daniel Alima, “The Turkish Rat” Evolved Adwind in a Massive
Ongoing Phishing Campaign, February 17, 2020,
https://research.checkpoint.com/2020/the-turkish-rat-distributes-evolved-adwind-
in-a-massive-ongoing-phishing-campaign/

Cyber crime ,covid 19 impact ,INTERPOL report 2020, Lyon Francep:8,
file:///C:/Users/Admin/Downloads/COVID-
19%20Cybercrime%20Analysis%20Report-%20August%202020.pdf

GLOBAL LANDSCAPE ON COVID-19 CYBERTHREAT, Interpol, 2020, p:2,
file:///C:/Users/Admin/Downloads/Global%20landscape%200n%20COVID-
19%20cyberthreat.pdf

2513

——
| S


https://www.researchgate.net/publication/354231308_Simulated_Phishing_Attack_and_Embedded_Training_Campaign?enrichId=rgreq-66191ca14d5bae0fcef1f59f615b3b7e-XXX&enrichSource=Y292ZXJQYWdlOzM1NDIzMTMwODtBUzoxMDg2MjEwNjM4Mzg1MTUyQDE2MzU5ODQyMDUwNjM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/354231308_Simulated_Phishing_Attack_and_Embedded_Training_Campaign?enrichId=rgreq-66191ca14d5bae0fcef1f59f615b3b7e-XXX&enrichSource=Y292ZXJQYWdlOzM1NDIzMTMwODtBUzoxMDg2MjEwNjM4Mzg1MTUyQDE2MzU5ODQyMDUwNjM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/354231308_Simulated_Phishing_Attack_and_Embedded_Training_Campaign?enrichId=rgreq-66191ca14d5bae0fcef1f59f615b3b7e-XXX&enrichSource=Y292ZXJQYWdlOzM1NDIzMTMwODtBUzoxMDg2MjEwNjM4Mzg1MTUyQDE2MzU5ODQyMDUwNjM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/354231308_Simulated_Phishing_Attack_and_Embedded_Training_Campaign?enrichId=rgreq-66191ca14d5bae0fcef1f59f615b3b7e-XXX&enrichSource=Y292ZXJQYWdlOzM1NDIzMTMwODtBUzoxMDg2MjEwNjM4Mzg1MTUyQDE2MzU5ODQyMDUwNjM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/354231308_Simulated_Phishing_Attack_and_Embedded_Training_Campaign?enrichId=rgreq-66191ca14d5bae0fcef1f59f615b3b7e-XXX&enrichSource=Y292ZXJQYWdlOzM1NDIzMTMwODtBUzoxMDg2MjEwNjM4Mzg1MTUyQDE2MzU5ODQyMDUwNjM%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/332745435_WhatHack_Engaging_Anti-Phishing_Training_Through_a_Role-playing_Phishing_Simulation_Game?enrichId=rgreq-3df63695d15b8b18a2e3c580368f92d0-XXX&enrichSource=Y292ZXJQYWdlOzMzMjc0NTQzNTtBUzo4OTYyMDAyNzg1NDg0ODlAMTU5MDY4MjIwNTQxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/332745435_WhatHack_Engaging_Anti-Phishing_Training_Through_a_Role-playing_Phishing_Simulation_Game?enrichId=rgreq-3df63695d15b8b18a2e3c580368f92d0-XXX&enrichSource=Y292ZXJQYWdlOzMzMjc0NTQzNTtBUzo4OTYyMDAyNzg1NDg0ODlAMTU5MDY4MjIwNTQxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/332745435_WhatHack_Engaging_Anti-Phishing_Training_Through_a_Role-playing_Phishing_Simulation_Game?enrichId=rgreq-3df63695d15b8b18a2e3c580368f92d0-XXX&enrichSource=Y292ZXJQYWdlOzMzMjc0NTQzNTtBUzo4OTYyMDAyNzg1NDg0ODlAMTU5MDY4MjIwNTQxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/332745435_WhatHack_Engaging_Anti-Phishing_Training_Through_a_Role-playing_Phishing_Simulation_Game?enrichId=rgreq-3df63695d15b8b18a2e3c580368f92d0-XXX&enrichSource=Y292ZXJQYWdlOzMzMjc0NTQzNTtBUzo4OTYyMDAyNzg1NDg0ODlAMTU5MDY4MjIwNTQxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/332745435_WhatHack_Engaging_Anti-Phishing_Training_Through_a_Role-playing_Phishing_Simulation_Game?enrichId=rgreq-3df63695d15b8b18a2e3c580368f92d0-XXX&enrichSource=Y292ZXJQYWdlOzMzMjc0NTQzNTtBUzo4OTYyMDAyNzg1NDg0ODlAMTU5MDY4MjIwNTQxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/332745435_WhatHack_Engaging_Anti-Phishing_Training_Through_a_Role-playing_Phishing_Simulation_Game?enrichId=rgreq-3df63695d15b8b18a2e3c580368f92d0-XXX&enrichSource=Y292ZXJQYWdlOzMzMjc0NTQzNTtBUzo4OTYyMDAyNzg1NDg0ODlAMTU5MDY4MjIwNTQxNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://ec.europa.eu/eusurvey/runner/eus_strategic_reports
https://research.checkpoint.com/2020/the-turkish-rat-distributes-evolved-adwind-in-a-massive-ongoing-phishing-campaign/
https://research.checkpoint.com/2020/the-turkish-rat-distributes-evolved-adwind-in-a-massive-ongoing-phishing-campaign/
file:///C:/Users/Admin/Downloads/COVID-19%20Cybercrime%20Analysis%20Report-%20August%202020.pdf
file:///C:/Users/Admin/Downloads/COVID-19%20Cybercrime%20Analysis%20Report-%20August%202020.pdf
file:///C:/Users/Admin/Downloads/Global%20landscape%20on%20COVID-19%20cyberthreat.pdf
file:///C:/Users/Admin/Downloads/Global%20landscape%20on%20COVID-19%20cyberthreat.pdf

12024 raiiw" G aaml pdlad) Alaal) - daSas dsale 4y g0 — AsalaBY) g AL ¢HLEL il Al Adaa

35-

36-

37-

38-

39-

40-

41-

42-

(ISSN: 2356 - 9492)

Harjinder Singh Lallie, Lynsay A. Shepherd, Jason R. C. Nurse, Arnau Erola, Gregory
Epiphaniou, Carsten Maple, and Xavier Bellekens, Cyber Security in the Age of
COVID-19: A Timeline and Analysis of Cyber-Crime and Cyber-Attacks during the
Pandemic, 2020, https://penta.ch/solutions/it-risk-solutions/cyber-security-
awareness-training/?utm_term=cyber%20awareness&utm campaign=CTX-DXB-
ITRisk&utm source=bing&utm medium=ppc&hsa acc=4309067005&hsa cam=155
23479340&hsa grp=1185274557785084&hsa ad=&hsa src=o0&hsa tgt=kwd-
74079863511700:loc-
218&hsa kw=cyber%20awareness&hsa mt=b&hsa net=adwords&hsa ver=3&mscl
kid=4d3687b2b506177fee2be31e0c34a303
ASEAN CYBERSECURITY COOPERATION STRATEGY (2021 —2025),
https://asean.org/wp-content/uploads/2022/02/01-ASEAN-Cybersecurity-
Cooperation-Paper-2021-2025 final-23-0122.pdf

ASEAN CYBERTHREAT ASSESSMENT 2021, KEY CYBERTHREAT TRENDS OUTLOOK
FROM, THE ASEAN CYBERCRIME OPERATIONS DESK, pp:15-18,2021,
https://www.interpol.int/en/content/download/16106/file/ASEAN
Pandemic profiteering how criminals exploit the COVID-19 crisis, Europol, March
2020, pp:6-8, https://www.europol.europa.eu/publications-
events/publications/pandemic-profiteering-how-criminals-exploit-covid-19-crisis
Cyber considerations for the Metaverse, KPMG, 2023
https://assets.kpmg.com/content/dam/kpmg/ch/pdf/cyber-considerations-
metaverse-ch.pdf
Sayak Saha Roy, Krishna Vamsi Naragam, Shirin Nilizadeh, Generating Phishing
Attacks using ChatGPT, 2023, pp:1-5, https://arxiv.org/pdf/2305.05133.pdf
ChatGPT, The impact of Large Language Models on Law Enforcement, Europol Public
Information, 2023,
https://www.europol.europa.eu/cms/sites/default/files/documents/Tech%20Watch
%20Flash%20-
%20The%20Impact%200f%20Large%20Language%20Models%200n%20Law%20Enfo
rcement.pdf
THE ESCALATION OF DIGITAL FRAUD: GLOBAL IMPACT OF THE CORONAVIRUS,
October 2020, javelin, https://www.sas.com/en/whitepapers/escalation-of-digital-
fraud-111830.html



https://penta.ch/solutions/it-risk-solutions/cyber-security-awareness-training/?utm_term=cyber%20awareness&utm_campaign=CTX-DXB-ITRisk&utm_source=bing&utm_medium=ppc&hsa_acc=4309067005&hsa_cam=15523479340&hsa_grp=1185274557785084&hsa_ad=&hsa_src=o&hsa_tgt=kwd-74079863511700:loc-218&hsa_kw=cyber%20awareness&hsa_mt=b&hsa_net=adwords&hsa_ver=3&msclkid=4d3687b2b506177fee2be31e0c34a303
https://penta.ch/solutions/it-risk-solutions/cyber-security-awareness-training/?utm_term=cyber%20awareness&utm_campaign=CTX-DXB-ITRisk&utm_source=bing&utm_medium=ppc&hsa_acc=4309067005&hsa_cam=15523479340&hsa_grp=1185274557785084&hsa_ad=&hsa_src=o&hsa_tgt=kwd-74079863511700:loc-218&hsa_kw=cyber%20awareness&hsa_mt=b&hsa_net=adwords&hsa_ver=3&msclkid=4d3687b2b506177fee2be31e0c34a303
https://penta.ch/solutions/it-risk-solutions/cyber-security-awareness-training/?utm_term=cyber%20awareness&utm_campaign=CTX-DXB-ITRisk&utm_source=bing&utm_medium=ppc&hsa_acc=4309067005&hsa_cam=15523479340&hsa_grp=1185274557785084&hsa_ad=&hsa_src=o&hsa_tgt=kwd-74079863511700:loc-218&hsa_kw=cyber%20awareness&hsa_mt=b&hsa_net=adwords&hsa_ver=3&msclkid=4d3687b2b506177fee2be31e0c34a303
https://penta.ch/solutions/it-risk-solutions/cyber-security-awareness-training/?utm_term=cyber%20awareness&utm_campaign=CTX-DXB-ITRisk&utm_source=bing&utm_medium=ppc&hsa_acc=4309067005&hsa_cam=15523479340&hsa_grp=1185274557785084&hsa_ad=&hsa_src=o&hsa_tgt=kwd-74079863511700:loc-218&hsa_kw=cyber%20awareness&hsa_mt=b&hsa_net=adwords&hsa_ver=3&msclkid=4d3687b2b506177fee2be31e0c34a303
https://penta.ch/solutions/it-risk-solutions/cyber-security-awareness-training/?utm_term=cyber%20awareness&utm_campaign=CTX-DXB-ITRisk&utm_source=bing&utm_medium=ppc&hsa_acc=4309067005&hsa_cam=15523479340&hsa_grp=1185274557785084&hsa_ad=&hsa_src=o&hsa_tgt=kwd-74079863511700:loc-218&hsa_kw=cyber%20awareness&hsa_mt=b&hsa_net=adwords&hsa_ver=3&msclkid=4d3687b2b506177fee2be31e0c34a303
https://penta.ch/solutions/it-risk-solutions/cyber-security-awareness-training/?utm_term=cyber%20awareness&utm_campaign=CTX-DXB-ITRisk&utm_source=bing&utm_medium=ppc&hsa_acc=4309067005&hsa_cam=15523479340&hsa_grp=1185274557785084&hsa_ad=&hsa_src=o&hsa_tgt=kwd-74079863511700:loc-218&hsa_kw=cyber%20awareness&hsa_mt=b&hsa_net=adwords&hsa_ver=3&msclkid=4d3687b2b506177fee2be31e0c34a303
https://penta.ch/solutions/it-risk-solutions/cyber-security-awareness-training/?utm_term=cyber%20awareness&utm_campaign=CTX-DXB-ITRisk&utm_source=bing&utm_medium=ppc&hsa_acc=4309067005&hsa_cam=15523479340&hsa_grp=1185274557785084&hsa_ad=&hsa_src=o&hsa_tgt=kwd-74079863511700:loc-218&hsa_kw=cyber%20awareness&hsa_mt=b&hsa_net=adwords&hsa_ver=3&msclkid=4d3687b2b506177fee2be31e0c34a303
https://asean.org/wp-content/uploads/2022/02/01-ASEAN-Cybersecurity-Cooperation-Paper-2021-2025_final-23-0122.pdf
https://asean.org/wp-content/uploads/2022/02/01-ASEAN-Cybersecurity-Cooperation-Paper-2021-2025_final-23-0122.pdf
https://www.interpol.int/en/content/download/16106/file/ASEAN
https://www.europol.europa.eu/publications-events/publications/pandemic-profiteering-how-criminals-exploit-covid-19-crisis
https://www.europol.europa.eu/publications-events/publications/pandemic-profiteering-how-criminals-exploit-covid-19-crisis
https://assets.kpmg.com/content/dam/kpmg/ch/pdf/cyber-considerations-metaverse-ch.pdf
https://assets.kpmg.com/content/dam/kpmg/ch/pdf/cyber-considerations-metaverse-ch.pdf
https://arxiv.org/pdf/2305.05133.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Tech%20Watch%20Flash%20-%20The%20Impact%20of%20Large%20Language%20Models%20on%20Law%20Enforcement.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Tech%20Watch%20Flash%20-%20The%20Impact%20of%20Large%20Language%20Models%20on%20Law%20Enforcement.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Tech%20Watch%20Flash%20-%20The%20Impact%20of%20Large%20Language%20Models%20on%20Law%20Enforcement.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Tech%20Watch%20Flash%20-%20The%20Impact%20of%20Large%20Language%20Models%20on%20Law%20Enforcement.pdf
https://www.sas.com/en/whitepapers/escalation-of-digital-fraud-111830.html
https://www.sas.com/en/whitepapers/escalation-of-digital-fraud-111830.html

dalidan Al o 1 Jelad) — Aadlal) cilpaad — Adaladl " AET ) ghail) JB B ALsaY) dual)
A A& Jad el

ALY g Ay ¢ilAY) il Jal) Adaa

43- Surachai Chatchalermpun, Therdpong Daengsi, improving cybersecurity awareness
using phishing attack Simulation, Annual Conference on Computer Science and
Engineering Technology (AC2SET) 2020,
https://iopscience.iop.org/article/10.1088/1757-899X/1088/1/012015

44- F Rahmad, Y Suryanto , K Ramli, Performance Comparison of Anti-Spam Technology
Using Confusion Matrix Classification, IOP Conference Series: Materials Science and
Engineering, Materials Science and Engineering 879 (2020) 012076,
https://iopscience.iop.org/article/10.1088/1757-899X/879/1/012076

45- Kevin Townsend, Europol on Methodology Behind Successful Spear Phishing Attacks,
https://www.securityweek.com/europol-methodology-behind-successful-spear-
phishing-attacks/

46- Zikai Alex Wen, Zhigiu Lin, Rowena Chen, Erik Andersen, What.Hack: Engaging Anti-
Phishing Training Through a Role-playing Phishing Simulation Game, CHI 2019, May
4-9, 2019, Glasgow, Scotland, UK,
file:///C:/Users/Admin/Downloads/WhatHack Engaging Anti-

Phishing Training Through a.pdf

47- William Yeoh, He Huang, Wang-Sheng Lee, Fadi Al Jafari & Rachel Mansson,
Simulated Phishing Attack and Embedded Training Campaign, journal of Computer
Information Systems, 2021, https://doi.org/10.1080/08874417.2021.191994

48- Matthew L. Jensen, Alexandra Durcikova, Ryan T. Wright, Combating Phishing
Attacks: A Knowledge Management Approach, Proceedings of the 50th Hawaii
International Conference on System Sciences | 2017, pp:4288-2489,
http://hdl.handle.net/10125/41681

49- P.Kalaharshaa,b , B. M. Mehtrea, Detecting Phishing Sites - An Overview,2021, pp:2-
6, https://arxiv.org/pdf/2103.12739.pdf

50- Alex Faivusovich, FRAUD FIGHTERS MANUAL FOR FINTECH, CRYPTO, AND
NEOBANKS, 2023, pp:123-125, https://www.unit21.ai/resources/fraud-fighters-
manual

51- Surachai Chatchalermpunl, Therdpong Daengsi, Improving cybersecurity awareness
using phishing attack simulation, Annual Conference on Computer Science and
Engineering Technology (AC2SET) 2020, pp:1-3,
https://iopscience.iop.org/article/10.1088/1757-899X/1088/1/012015

2515

——
| S


https://iopscience.iop.org/article/10.1088/1757-899X/1088/1/012015
https://iopscience.iop.org/article/10.1088/1757-899X/879/1/012076
https://www.securityweek.com/europol-methodology-behind-successful-spear-phishing-attacks/
https://www.securityweek.com/europol-methodology-behind-successful-spear-phishing-attacks/
file:///C:/Users/Admin/Downloads/WhatHack_Engaging_Anti-Phishing_Training_Through_a.pdf
file:///C:/Users/Admin/Downloads/WhatHack_Engaging_Anti-Phishing_Training_Through_a.pdf
https://doi.org/10.1080/08874417.2021.191994
http://hdl.handle.net/10125/41681
https://arxiv.org/pdf/2103.12739.pdf
https://www.unit21.ai/resources/fraud-fighters-manual
https://www.unit21.ai/resources/fraud-fighters-manual
https://iopscience.iop.org/article/10.1088/1757-899X/1088/1/012015

12024 raiiw" G aaml pdlad) Alaal) - daSas dsale 4y g0 — AsalaBY) g AL ¢HLEL il Al Adaa

52-

53-

55-

56-

57-

(ISSN: 2356 - 9492)

Pratik Patil, Prof. P.R. Devale, A Literature Survey of Phishing Attack Technique,
International Journal of Advanced Research in Computer and Communication
Engineering, Vol. 5, Issue 4, April 2016, pp:195-197,
https://ieeexplore.ieee.org/document/7813778#:~:text=A%20literature%20survey%
200n%20social%20engineering%20attacks:%20Phishing,fool%20an%200nline%20us
er%20into%20elicit%20personal%20Information
10 BEST PRACTICES FOR AN EFFECTIVE PHISHING SIMULATION PROGRAM, The
Phishing Simulations Playbook, https://cybeready.com/wp-
content/uploads/PhishingSimulationsPlaybook.pdf

Kathrine, G.J.W.,, et al. Variants of phishing attacks and their detection techniques.
in 2019 3rd International Conference on Trends in Electronics and Informatics
(ICOEI). 2019. IEEE, https://ieeexplore.ieee.org/xpl/conhome/8851338/proceeding
Abeer F. AL-Otaibi & Emad S Alsuwat, College of Computers and Information
Technology, Taif University, Saudi Arabia, study on social engineering attacks:
phishing attack, International Journal of Recent Advances in Multidisciplinary
Research Vol. 07, Issue 11, pp. 6374-6380, November 2020,
https://www.researchgate.net/publication/348606991 A STUDY ON SOCIAL ENGI
NEERING ATTACKS PHISHING ATTACK?enrichld=rgreg-
798fb7d57b7e01fe244c0ca32af34f29-
XXX&enrichSource=Y292ZXJQYWdIOzMOODYwNjk5MTtBUzo50DE3NzM5NTM1MzE
S5MTRAMTYxMTA4ANDU10TMwNQ%3D%3D&el=1 x 2& esc=publicationCoverPdf
Meraj Farheen Ansari, Pawan Kumar Sharma, Bibhu Dash, Prevention of Phishing
Attacks Using Al-Based Cybersecurity Awareness Training, ,Vol. 3: Iss. 3, Article
6.,2022, pp:61-63, https://www.interscience.in/ijssan
Downs, J., M. Holbrook and L. Cranor. 2006. Decision strategies and susceptibility to
phishing. In Proceedings of the Second Symposium on Usable Privacy and Security
(Pittsburgh, Pennsylvania, July 12 - 14, 2006). SOUPS '06, vol. 149. ACM Press, New
York, NY, 79-90. DOI= http://doi.acm.org/10.1145/1143120.1143131
Jakobsson, M., and Myers, S., Eds. Phishing and Countermeasures: Understanding
the Increasing Problem of Electronic Identity Theft. Wiley-Interscience, 2006, pp:
https://www.semanticscholar.org/paper/Phishing-and-Countermeasures%3A-
Understanding-the-of-Jakobsson-
Myers/7a54d9de33e784128248dbf2e72160250d321aal



https://ieeexplore.ieee.org/document/7813778#:~:text=A%20literature%20survey%20on%20social%20engineering%20attacks:%20Phishing,fool%20an%20online%20user%20into%20elicit%20personal%20Information
https://ieeexplore.ieee.org/document/7813778#:~:text=A%20literature%20survey%20on%20social%20engineering%20attacks:%20Phishing,fool%20an%20online%20user%20into%20elicit%20personal%20Information
https://ieeexplore.ieee.org/document/7813778#:~:text=A%20literature%20survey%20on%20social%20engineering%20attacks:%20Phishing,fool%20an%20online%20user%20into%20elicit%20personal%20Information
https://cybeready.com/wp-content/uploads/PhishingSimulationsPlaybook.pdf
https://cybeready.com/wp-content/uploads/PhishingSimulationsPlaybook.pdf
https://ieeexplore.ieee.org/xpl/conhome/8851338/proceeding
https://www.researchgate.net/publication/348606991_A_STUDY_ON_SOCIAL_ENGINEERING_ATTACKS_PHISHING_ATTACK?enrichId=rgreq-798fb7d57b7e01fe244c0ca32af34f29-XXX&enrichSource=Y292ZXJQYWdlOzM0ODYwNjk5MTtBUzo5ODE3NzM5NTM1MzE5MTRAMTYxMTA4NDU1OTMwNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/348606991_A_STUDY_ON_SOCIAL_ENGINEERING_ATTACKS_PHISHING_ATTACK?enrichId=rgreq-798fb7d57b7e01fe244c0ca32af34f29-XXX&enrichSource=Y292ZXJQYWdlOzM0ODYwNjk5MTtBUzo5ODE3NzM5NTM1MzE5MTRAMTYxMTA4NDU1OTMwNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/348606991_A_STUDY_ON_SOCIAL_ENGINEERING_ATTACKS_PHISHING_ATTACK?enrichId=rgreq-798fb7d57b7e01fe244c0ca32af34f29-XXX&enrichSource=Y292ZXJQYWdlOzM0ODYwNjk5MTtBUzo5ODE3NzM5NTM1MzE5MTRAMTYxMTA4NDU1OTMwNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/348606991_A_STUDY_ON_SOCIAL_ENGINEERING_ATTACKS_PHISHING_ATTACK?enrichId=rgreq-798fb7d57b7e01fe244c0ca32af34f29-XXX&enrichSource=Y292ZXJQYWdlOzM0ODYwNjk5MTtBUzo5ODE3NzM5NTM1MzE5MTRAMTYxMTA4NDU1OTMwNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/348606991_A_STUDY_ON_SOCIAL_ENGINEERING_ATTACKS_PHISHING_ATTACK?enrichId=rgreq-798fb7d57b7e01fe244c0ca32af34f29-XXX&enrichSource=Y292ZXJQYWdlOzM0ODYwNjk5MTtBUzo5ODE3NzM5NTM1MzE5MTRAMTYxMTA4NDU1OTMwNQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.interscience.in/ijssan
http://doi.acm.org/10.1145/1143120.1143131
https://www.semanticscholar.org/paper/Phishing-and-Countermeasures%3A-Understanding-the-of-Jakobsson-Myers/7a54d9de33e784128248dbf2e72160250d321aa1
https://www.semanticscholar.org/paper/Phishing-and-Countermeasures%3A-Understanding-the-of-Jakobsson-Myers/7a54d9de33e784128248dbf2e72160250d321aa1
https://www.semanticscholar.org/paper/Phishing-and-Countermeasures%3A-Understanding-the-of-Jakobsson-Myers/7a54d9de33e784128248dbf2e72160250d321aa1

dalidan Al o 1 Jelad) — Aadlal) cilpaad — Adaladl " AET ) ghail) JB B ALsaY) dual)
A A& Jad el

ALY g Ay ¢ilAY) il Jal) Adaa

59- Steve Sheng, Bryant Magnien, Ponnurangam Kumaraguru, Alessandro Acquisti,
Lorrie Faith Cranor, Jason Hong, Elizabeth Nunge , Anti-Phishing Phil: The Design and
Evaluation of a Game That Teaches People Not to Fall for Phish, Conference Paper -
July 2007, pp:2-5, https://www.researchgate.net/publication/221166422 Anti-
Phishing Phil The Design and Evaluation of a Game That Teaches People Not

to Fall for Phish?enrichld=rgreq-99c91b4850edec184f32c9bccdd80bca-
XXX&enrichSource=Y2927XJQYWdIOzIyMTE2NjQyMjtBUzoxMTQzMTIAMTEXNTCS5NT
M3MUAXxNjcIMTAYMTA3NzAy&el=1 x 2& esc=publicationCoverPdf

60- Weiping Wang, Feng Zhang,Xi Luo , Shigeng Zhang, PDRCNN: Precise Phishing
Detection with Recurrent Convolutional Neural Networks, Security and
Communication Networks, Volume 2019, Article ID 2595794,pp:3-6,
https://doi.org/10.1155/2019/2595794

61- Ping Yi,Yuxiang Guan,Futai Zou,Yao Yao,Wei Wang, Ting Zhu, Web Phishing Detection
Using a Deep Learning Framework, Research Article, Open Access, Volume
2018,pp:2-3, https://doi.org/10.1155/2018/4678746

62- Rasha Salah EI-Din, Paul Cairns & John Clark, Mobile Users' Strategies for Managing
Phishing Attacks, Journal of Management and Strategy Vol. 5, No. 2; 2014, pp:75-79,
https://www-users.york.ac.uk/~pc530/pubs/Rasha JMS2014.pdf

63- V. Suganya, A Review on Phishing Attacks and Various Anti Phishing Techniques,
International Journal of Computer Applications (0975 — 8887), Volume 139 — No.1,
April 2016, pp:20-22,
https://www.ijcaonline.org/research/volume139/numberl/suganya-2016-ijca-
909084.pdf

64- KHOLOUD ALTHOBAITI, ADAM D. G. JENKINS, University of Edinburgh, KAMI VANIEA,
A Case Study of Phishing Incident Response in an Educational Organization, Proc.
ACM Hum.-Comput. Interact., Vol. 5, No. CSCW?2, Article 338. Publication date:
October 2021., pp:3-6,
https://groups.inf.ed.ac.uk/tulips/papers/althobaiti2021cscw.pdf

65- Ravi Das, The phishing response playbook,
https://resources.infosecinstitute.com/topic/the-phishing-response-playbook/

66- Dinna N. M. N,, Leau Y. B., Habeeb S. A. H., and Yanti A. S., Managing Legal,
Consumers and Commerce Risks in Phishing, Open Science Index, World Academy of
Science, Engineering and Technology, International Journal of Economics and

2517

——
| S


https://www.researchgate.net/publication/221166422_Anti-Phishing_Phil_The_Design_and_Evaluation_of_a_Game_That_Teaches_People_Not_to_Fall_for_Phish?enrichId=rgreq-99c91b4850edec184f32c9bccdd80bca-XXX&enrichSource=Y292ZXJQYWdlOzIyMTE2NjQyMjtBUzoxMTQzMTI4MTExNTc5NTM3MUAxNjc1MTAyMTA3NzAy&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/221166422_Anti-Phishing_Phil_The_Design_and_Evaluation_of_a_Game_That_Teaches_People_Not_to_Fall_for_Phish?enrichId=rgreq-99c91b4850edec184f32c9bccdd80bca-XXX&enrichSource=Y292ZXJQYWdlOzIyMTE2NjQyMjtBUzoxMTQzMTI4MTExNTc5NTM3MUAxNjc1MTAyMTA3NzAy&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/221166422_Anti-Phishing_Phil_The_Design_and_Evaluation_of_a_Game_That_Teaches_People_Not_to_Fall_for_Phish?enrichId=rgreq-99c91b4850edec184f32c9bccdd80bca-XXX&enrichSource=Y292ZXJQYWdlOzIyMTE2NjQyMjtBUzoxMTQzMTI4MTExNTc5NTM3MUAxNjc1MTAyMTA3NzAy&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/221166422_Anti-Phishing_Phil_The_Design_and_Evaluation_of_a_Game_That_Teaches_People_Not_to_Fall_for_Phish?enrichId=rgreq-99c91b4850edec184f32c9bccdd80bca-XXX&enrichSource=Y292ZXJQYWdlOzIyMTE2NjQyMjtBUzoxMTQzMTI4MTExNTc5NTM3MUAxNjc1MTAyMTA3NzAy&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/221166422_Anti-Phishing_Phil_The_Design_and_Evaluation_of_a_Game_That_Teaches_People_Not_to_Fall_for_Phish?enrichId=rgreq-99c91b4850edec184f32c9bccdd80bca-XXX&enrichSource=Y292ZXJQYWdlOzIyMTE2NjQyMjtBUzoxMTQzMTI4MTExNTc5NTM3MUAxNjc1MTAyMTA3NzAy&el=1_x_2&_esc=publicationCoverPdf
https://doi.org/10.1155/2019/2595794
https://doi.org/10.1155/2018/4678746
https://www-users.york.ac.uk/~pc530/pubs/Rasha_JMS2014.pdf
https://www.ijcaonline.org/research/volume139/number1/suganya-2016-ijca-909084.pdf
https://www.ijcaonline.org/research/volume139/number1/suganya-2016-ijca-909084.pdf
https://groups.inf.ed.ac.uk/tulips/papers/althobaiti2021cscw.pdf
https://resources.infosecinstitute.com/topic/the-phishing-response-playbook/

12024 raiiw" G aaml pdlad) Alaal) - daSas dsale 4y g0 — AsalaBY) g AL ¢HLEL il Al Adaa

69-

70-

71-

72-

73-

(ISSN: 2356 - 9492)

Management Engineering, Vol:1, No:11, 2007, pp:586-588,
https://www.researchgate.net/publication/238683028 Managing Legal Consumers
and Commerce Risks in Phishing?enrichld=rgreqg-
50426eb6e29e99f5b0242bfd1933cd2b-
XXX&enrichSource=Y2927XJQYWdIOzIzODY4MzAyODtBUzo40OTA2MTAxMzk1MzcOM
DhAMTU40TMOOTQxMjc20Q%3D%3D&el=1 x 2& esc=publicationCoverPdf
Mike Moore, Don't open that PDF email attachment - it could well be malware,
published April 08, 2021, https://www.techradar.com/news/dont-open-that-pdf-
email-attachment-it-could-well-be-malware
Weiping Wang,'Feng Zhang,Xi Luo,?and Shigeng Zhang, DRCNN: Precise Phishing
Detection with Recurrent Convolutional Neural Networks, Research Article, Open
Access, Volume 2019, Article ID 2595794, pp:10-11,
https://doi.org/10.1155/2019/2595794-
Caitlin Jones, 50 Phishing Stats You Should Know In 2023,
https://expertinsights.com/insights/50-phishing-stats-you-should-know/
Junaid Ahsenali Chaudhry, Shafiqgue Ahmad Chaudhry, Robert G. Rittenhouse,
Phishing Attacks and Defenses, International Journal of Security and Its Applications,
Vol. 10, No. 1 (2016), pp.247-256, http://dx.doi.org/10.14257/ijsia.2016.10.1.23
Ahmed Mohamed, Phishing, and social engineering techniques, April 18, 2013,
https://resources.infosecinstitute.com/topic/phishing-and-social-engineering-
techniques/
A.S.Hovan George, Maschio Fernando, Dr.A.Shaji George, Dr.T.Baskar, Digvijay
Pandey, Metaverse: The Next Stage of Human Culture and the Internet, International
Journal of Advanced Research Trends in Engineering and Technology (IJARTET) Vol. 8,
Issue 12, December
2021,https://www.bing.com/ck/a?!&&p=bc187f86ecdd85acimitdHMIMTY40TAzMz
YWMCZpZ3VpZDOxYjYxZTImOS1kYTYOLTZkZ|AtMzdIMy1mMWZmZGJiYzZiNjMmaW5z
aWQINTMyOA& ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-
f1ffdbbc6c63&u=alaHROcHM6Ly93d3cucmVzZWFyY2hnYXRILm5IdCOwdWJsaWNhd
Glvbi8zNTczNTQ5MzJf TWVOYXZIcnNIX1RoZVIOZXhOXINOYWdIX29mX0h1bWFuXON
1bHR1cmVfYW5kX3RoZV9JbnRlcm5IdA&ntb=1
Takashi Koide, Naoki Fukushi, Hiroki Nakano, Daiki Chiba, Detecting Phishing Sites
Using ChatGPT,2023, https://arxiv.org/pdf/2306.05816.pdf



https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/238683028_Managing_Legal_Consumers_and_Commerce_Risks_in_Phishing?enrichId=rgreq-50426eb6e29e99f5b0242bfd1933cd2b-XXX&enrichSource=Y292ZXJQYWdlOzIzODY4MzAyODtBUzo4OTA2MTAxMzk1Mzc0MDhAMTU4OTM0OTQxMjc2OQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.techradar.com/author/mike-moore
https://www.techradar.com/news/dont-open-that-pdf-email-attachment-it-could-well-be-malware
https://www.techradar.com/news/dont-open-that-pdf-email-attachment-it-could-well-be-malware
https://doi.org/10.1155/2019/2595794
https://expertinsights.com/insights/50-phishing-stats-you-should-know/
http://dx.doi.org/10.14257/ijsia.2016.10.1.23
https://resources.infosecinstitute.com/topic/phishing-and-social-engineering-techniques/
https://resources.infosecinstitute.com/topic/phishing-and-social-engineering-techniques/
https://www.bing.com/ck/a?!&&p=bc187f86ecdd85acJmltdHM9MTY4OTAzMzYwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTMyOA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cucmVzZWFyY2hnYXRlLm5ldC9wdWJsaWNhdGlvbi8zNTczNTQ5MzJfTWV0YXZlcnNlX1RoZV9OZXh0X1N0YWdlX29mX0h1bWFuX0N1bHR1cmVfYW5kX3RoZV9JbnRlcm5ldA&ntb=1
https://www.bing.com/ck/a?!&&p=bc187f86ecdd85acJmltdHM9MTY4OTAzMzYwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTMyOA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cucmVzZWFyY2hnYXRlLm5ldC9wdWJsaWNhdGlvbi8zNTczNTQ5MzJfTWV0YXZlcnNlX1RoZV9OZXh0X1N0YWdlX29mX0h1bWFuX0N1bHR1cmVfYW5kX3RoZV9JbnRlcm5ldA&ntb=1
https://www.bing.com/ck/a?!&&p=bc187f86ecdd85acJmltdHM9MTY4OTAzMzYwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTMyOA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cucmVzZWFyY2hnYXRlLm5ldC9wdWJsaWNhdGlvbi8zNTczNTQ5MzJfTWV0YXZlcnNlX1RoZV9OZXh0X1N0YWdlX29mX0h1bWFuX0N1bHR1cmVfYW5kX3RoZV9JbnRlcm5ldA&ntb=1
https://www.bing.com/ck/a?!&&p=bc187f86ecdd85acJmltdHM9MTY4OTAzMzYwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTMyOA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cucmVzZWFyY2hnYXRlLm5ldC9wdWJsaWNhdGlvbi8zNTczNTQ5MzJfTWV0YXZlcnNlX1RoZV9OZXh0X1N0YWdlX29mX0h1bWFuX0N1bHR1cmVfYW5kX3RoZV9JbnRlcm5ldA&ntb=1
https://www.bing.com/ck/a?!&&p=bc187f86ecdd85acJmltdHM9MTY4OTAzMzYwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTMyOA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cucmVzZWFyY2hnYXRlLm5ldC9wdWJsaWNhdGlvbi8zNTczNTQ5MzJfTWV0YXZlcnNlX1RoZV9OZXh0X1N0YWdlX29mX0h1bWFuX0N1bHR1cmVfYW5kX3RoZV9JbnRlcm5ldA&ntb=1
https://www.bing.com/ck/a?!&&p=bc187f86ecdd85acJmltdHM9MTY4OTAzMzYwMCZpZ3VpZD0xYjYxZTJmOS1kYTY0LTZkZjAtMzdlMy1mMWZmZGJiYzZjNjMmaW5zaWQ9NTMyOA&ptn=3&hsh=3&fclid=1b61e2f9-da64-6df0-37e3-f1ffdbbc6c63&u=a1aHR0cHM6Ly93d3cucmVzZWFyY2hnYXRlLm5ldC9wdWJsaWNhdGlvbi8zNTczNTQ5MzJfTWV0YXZlcnNlX1RoZV9OZXh0X1N0YWdlX29mX0h1bWFuX0N1bHR1cmVfYW5kX3RoZV9JbnRlcm5ldA&ntb=1
https://arxiv.org/pdf/2306.05816.pdf

dalidan Al o 1 Jelad) — Aadlal) cilpaad — Adaladl " AET ) ghail) JB B ALsaY) dual)
A A& Jad el

dgalatBy) g 4 3AY b Al A

74- Firman firmansyah, Exposing generational and gender gap in phishing awareness
among young adults: A survey experiment, VIl INTERNATIONAL CONFERENCE
“SAFETY PROBLEMS OF CIVIL ENGINEERING CRITICAL INFRASTRUCTURES”
(SPCECI2021),
https://www.academia.edu/99615520/Exposing generational and gender gap in

phishing awareness among young adults A survey experiment

:ouseall

dndall godgall | &

Ji>dl spaill dle 1 S3uged cdbo | 1

Jlis 3l spndll Ciyymi: Jodl gall | 2

JLi>d sadl yobs: LWl gyl | 3

Sl 3l spadl ol dldas dwlys :Jodl Eosll | 4

I3l spadll GululS duclaizdl Lwsigh i odl culbaall | 5

duclaizdl Lwsigl dmlo: Jodl gyall | 6

dsclaiz>dl dwsigl Olazn glgily Jole il gall | 7

Jlisdl sndll § declozsdl Lwsigh so3 1l grall | 8

I3 sl Sloza Jud>s U cdbal | 9

Jlis 3 spadll Slazs bleil : g3l g5l | 10

buloyll glas blail : LI g all | 11

2519

——
| S


https://independent.academia.edu/Firmanfirmansyah83
https://www.academia.edu/99615520/Exposing_generational_and_gender_gap_in_phishing_awareness_among_young_adults_A_survey_experiment
https://www.academia.edu/99615520/Exposing_generational_and_gender_gap_in_phishing_awareness_among_young_adults_A_survey_experiment

12024 raiiw" G aaml pdlad) Alaal) - daSas dsale 4y g0 — AsalaBY) g AL ¢HLEL il Al Adaa

(ISSN: 2356 - 9492)

Jli>3l spndl Olann Jolal dglgdas duls ) bl

12

sadll s eyl § Jlis 3l spaill Jole o3l g5l

13

Jlin 3l spadll Jolie Jaloxs i LI g5l

14

Jlis3l spndll Olann Jedad Slac G : gabl albaoll

15

Jlz>l a5 D> duslys o3l g5l

16

8] digSlo sue JUS GuSid planiol s 1 W1 g al

17

bl Judazdl s g il

18

Jlim 3l spaill "CSalLall  Slaxg) ddddas duwlys igli)l g sall

19

Jlimdl sendll @i Lle Luidilly dmaimall Olusiall 556 LI Consall

20

dnslall Jél> Jlis 3l spadll blasd ¢lie Juloxs : o3l calbaall

21

Jlixdl spaill Gle dxldl 58l Josidl Jalxs : o3l g4

22

Jlis 3l sgnill Sle dxsladl 5310 Josaseadl Juls LI ¢ sall

23

oused Lieall a5 8 Jlis 3 swail blasl Gl diiawl 131 callaoll

24

o3 Ligall a2 § Jlio ] sgundll blail Blydizel : o3l g5all

25

Jlixd spadl 4880 :EJUI Enrall

26

Sl 3l spail o Lol : Jodl Cllasll

27

JLis 3l spaill (o BBol deanl 1 o3l g il

28

I3 swadl o decodl cadlol : LI g0l

29




dalidan Al o 1 Jelad) — Aadlal) cilpaad — Adaladl " AET ) ghail) JB B ALsaY) dual)

A G alua 2

dgalatBy) g 4 3AY b Al A

lole oyl Olly S>3l spadll BLESST G 3L ool

30

Jlim 3l spadll GBLEST sk Jodl gl

31

EJLQ&>3|A¢¢1ﬂ|uiuLS,JA£.HJBdﬂ|fﬂAﬁdLulgugﬁ;&ﬂ|&3UJ|Egjd|

32

LRI \:g Jli>3l spaill Cals :EJU g0l

33

I3l spaill Slang) blaiwdly Gl ;] bl

34

ol>g spaill Easlon Gosniuall lggzley il Ol g3l gsall
al

33

35

Jli>3l spndl Olann dojl 8513 : LI g sall

36

37

38

39

40

41

2521

——
| S




